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Abstract 

An exposed approach in computer service architecture 
is one that offers  client software a primitive service 
whose semantics are closely based on the underlying 
physical infrastructure.  The exposed approach relies on 
the client to build higher-level services, with more 
abstract semantics, out of such primitive tools using 
sophisticated compilation or run-time algorithms.  
Current approaches to reliable multicast focus on 
encapsulated algorithms for efficient retransmission of 
datagrams to sets of receivers that require them.  These 
approaches include augmenting the primary multicast 
data channel with direct TCP connections or with 
secondary multicast channels for retransmissions, and 
on the possibility of retransmissions originating from 
nodes in the middle of the network.  In this paper we 
offer an exposed approach to multicast that uses an 
underlying Logistical Networking infrastructure that 
makes possible the implementation of any of the current 
retransmission algorithms, as well as new strategies yet 
to be devised. 

 

1. Introduction  

An exposed approach in computer service architecture is 
one that offers client software a primitive service whose 
semantics are closely based on the underlying physical 
infrastructure [1].  An exposed service relies on the 
client to build higher-level services, with more abstract 
semantics, out of such primitive services using 
sophisticated compilation or run-time algorithms.  
Classical examples of exposed services are RISC 

                                                 
  This work is supported by the National Science Foundation Next 
Generation Software Program under grant # 0204007, the Department 
of Energy Scientific Discovery through Advanced Computing Program 
under grant # DE-FC02-01ER25465, and by the National Science 
Foundation Internet Technologies Program under grant # ANI-
9980203. The infrastructure used in this work was supported by the 
NSF Computer and Information Science and Engineering (CISE) 
Research Infrastructure program, EIA9972889 and CISE Research 
Resources award #0224441. 

instruction sets and IP datagram service, and each is an 
alternative to a more �encapsulated� approach which 
defines a client interface with less primitive semantics: 
CISC instruction sets and connection-based networking 
respectively. 

The fundamental service of an IP network is the 
unreliable delivery of a datagram from a sender to a 
receiver, traversing a path of adjacent intermediate 
nodes all of which support this service. At each node, 
the datagram is stored in a buffer and then forwarded 
along the path. Logistical Networking, which uses 
scalable storage resources in the network to model 
communication in both its synchronous and 
asynchronous aspects [2], is more exposed than IP in 
that the fundamental service is the movement of data 
between buffers on adjacent nodes.  In principle, IP 
datagram delivery service could be built on top of 
Logistical Networking.  By exposing buffer 
management as an explicit network service, Logistical 
Networking enables the implementation of services such 
as reliable multicast that are not easily integrated into 
unreliable IP datagram delivery service. 
 

1.1 Logistical Networking 

The Internet Backplane Protocol (IBP) is a 
Logistical Networking mechanism that implements 
scalable management of storage in the network using 
shared physical resources [3, 4]. IBP is implemented by 
intermediate nodes called �depots� that implement 
standard storage operations including allocate, load, 
store and third party copy.  From a networking 
perspective, an IBP depot can be viewed as a kind of 
router that exposes buffers to clients, which enables the 
implementation of flexible network services, such as an 
overlay style of multicast that enables an end-node to 
specify the delivery tree explicitly.  Reliable multicast 
can be achieved by integrating retransmission as an end-
to-end service at a higher level. 

As the name suggests, the goal of Logistical 
Networking is to bring data transmission and storage 
within one framework, much as military or industrial 
logistics treat transportation lines and storage depots as 



 

coordinate elements of one infrastructure. Achieving this 
goal requires a form of network storage that is globally 
scalable, meaning that the storage systems attached to 
the global data transmission network can be accessed 
and utilized from arbitrary endpoints. To create a shared 
resource fabric that exposes network storage for general 
use in this way, we set out to define a new storage stack 
(Figure 1), analogous to the Internet stack, using a 
bottom-up and layered design approach that adheres to 
the end-to-end principles. The important thing to note 
here is that the key to achieving scalability using this 
model lies in defining the right basic abstraction of the 
physical resource to be shared at the lowest levels of the 
stack. For Logistical Networking the Internet Backplane 
Protocol (IBP) plays this role. 
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Figure 1:  Network Storage Stack 

IBP is the lowest layer of the storage stack that is 
globally accessible from the network. Its design is 
modeled on the design of IP datagram delivery. Just as 
IP is a more abstract service based on link-layer 
datagram delivery, so IBP is a more abstract service 
based on blocks of data (on disk, memory, tape or other 
media) that are managed as �byte arrays.� By masking 
the details of the storage at the local level � fixed block 
size, differing failure modes, local addressing schemes 
� this byte array abstraction allows a uniform IBP 
model to be applied to storage resources generally. The 
use of IP networking to access IBP storage resources 
creates a globally accessible storage service. 

As the case of IP shows, however, in order to scale 
globally the service guarantees that IBP offers must be 
weakened, i.e. it must present a �best effort� storage 
service. First and foremost, this means that, by default, 
IBP storage allocations are time limited. When the lease 
on an IBP allocation expires, the storage resource can be 
reused and all data structures associated with it can be 
deleted.  Additionally an IBP allocation can be refused 
by a storage resource in response to over-allocation, 
much as routers can drop packets, and such �admission 
decisions� can be based on both size and duration.  
Forcing time limits puts transience into storage 
allocation, giving it some of the fluidity of datagram 
delivery; more importantly, it makes network storage far 
more sharable, and easier to scale.  

The semantics of IBP storage allocation also 
assume that an IBP storage resource can be transiently 
unavailable. Since the user of remote storage resources 
depends on so many uncontrolled, remote variables, it 
may be necessary to assume that storage can be 
permanently lost.  Thus, IBP is a �best effort� storage 
service.  To encourage the sharing of idle resources, IBP 
even supports �soft� storage allocation semantics, where 
allocated storage can be revoked at any time. In all cases 
such weak semantics mean that the level of service must 
be characterized statistically.  

IBP storage resources are managed by �depots,� 
which are servers on which clients perform remote 
storage operations.  A detailed account of the API and 
its other functions is available [3] online at 
(http://loci.cs.utk.edu/ibp/documents/). A description of 
the status of the current software that implements the 
IBP client, servers, and protocol is available at 
(http://loci.cs.utk.edu/ibp/software). 

1.2 Approaches to Reliable Multicast 

Native IP multicast distributes data to a group of 
destinations by defining a tree, each node of which 
represents a router; the edges out of each node represent 
a point-to-multipoint transfer between routers. IP 
multicast takes advantage of the fact that every recipient 
must receive every packet, so if the multicast is reliable 
or reliability is not required, every packet received is in 
fact required by that recipient.  However, when IP 
datagrams are dropped independently on separate 
network links, the pattern of required retransmissions is 
irregular, and is unknown to the sender.  A primary 
challenge of reliable multicast is the efficient 
distribution of retransmissions. 

The simplest but least efficient approach to 
multicast retransmissions is to send them on the same 
channel as the original transmission.  One source of 
inefficiency stems from the fact that every receiver must 
receive every retransmission, even if they don�t require 
it.  Another is that datagrams that have reached an 



 

intermediate node must be retransmitted from the 
source.  Greater efficiency can be achieved by 
retransmitting datagrams to individual receivers 
(perhaps using TCP) or to groups of receivers that have 
a high density requiring them [5-10] or by maintaining 
state at intermediate nodes and retransmitting from there 
[11, 12]. 

Various algorithms have been proposed to increase 
the efficiency of multicast retransmissions, but the 
efficiency of each depends strongly on the pattern of 
dropped datagrams.  Furthermore, when complete 
reliability is not required, as in video streaming, the best 
algorithm may be application-dependent.  The exposed 
approach that we describe in the next section is not 
inherently more efficient than any one proposed 
algorithm, but has the advantage that it can be used 
implement many of them, with varying degrees of 
efficiency.  In Section 2 we describe the exposed 
approach, in Section 3 we describe how it allows the use 
of both UDP multicast and multiple TCP streams in the 
implementation of a multicast tree, and Section 4 
presents performance results from the implementation of 
one particular algorithm.  Finally, we present our 
conclusions in Section 5. 

2. Exposed Reliable Multicast using IBP in 
Heterogeneous Networks 

IP multicast encapsulates the tree used to distribute 
datagrams within IP routers, so that appropriate transfers 
are automatically executed whenever an IP datagram in 
the appropriate multicast group reaches the router.  
Exposed multicast using Logistical Networking is 
similarly implemented by a distribution tree with IBP 
depots at the nodes; but the transfer of data between the 
nodes of the tree is implemented by explicit buffer-to-
buffer data movement operations invoked by an end-
point, as we will describe further in Section 2.1.  The 
state of the multicast distribution is explicitly 
implemented by the contents of the buffers, and it is the 
responsibility of the end-point to manage that state to 
ensure correct distribution of the data. 

The data transfers that are represented by the edges 
of the exposed multicast distribution tree can be 
implemented using a variety of mechanisms, such as 
IBP Data Mover modules, as we will describe further in 
Section 2.1.  Some of these modules are built on reliable 
mechanisms such as TCP, while others are built on 
unreliable mechanisms such as UDP.  In either case, the 
fact that the depot buffers data between transfers means 
that end-to-end guarantees and services must be 
implemented at the end-points of the transfer.  These 
end-to-end services, including reliability through the use 
of checksums and retransmission, are implemented by 
the Logistical Runtime System (LoRS), as will be 
discussed further in Section 2.2.  Because reliability 

through retransmission is implemented by the end-point 
as an explicit, exposed data transfer operation, it can be 
applied uniformly to data transferred using any available 
transfer service.  This approach of layering end-to-end 
services over IBP is captured in the notion of the 
Network Storage Stack, represented in Figure 1, with 
unreliable IBP storage and data transfer mechanisms 
near the bottom, and the end-to-end services near the 
top.  The Network Storage Stack is modeled after the IP 
Networking Stack, but with IBP playing a role 
analogous to that of IP. For a more detailed discussion 
see [4]. 

2.1 The Internet Backplane Protocol and the 
Data Movers 

An IBP depot implements a simple service consisting of 
operations that allow clients to allocate storage space for 
limited periods of time (IBP_allocate), store data 
from a client into depot storage (IBP_store), transfer 
data between depots (IBP_mcopy) and deliver data 
from depot storage to a client (IBP_load) [13].  The 
intent of the service architecture is to allow the storage 
implemented by depots to be shared among a 
community of clients much as bandwidth and router 
resources, including memory and processor cycles, are 
shared in an IP network.  While there are more details to 
the IBP API, for the purposes of this paper, the key 
properties are that a user need not authenticate their 
identity to the depot in order to allocate or use storage 
resources, and that the data transfer operations between 
depots are point-to-multipoint.  These two properties 
allow clients to make use of a set of depots to construct a 
multicast distribution tree. 

Given a multicast distribution tree with IBP depots 
at the nodes, storage space is allocated at each node to 
buffer data as it flows through the tree.  Data to be 
transferred exists in a buffer at the root of the tree.  Our 
discussion will concentrate on the movement of data 
between depots and the delivery of data to clients.  Each 
transfer of data from a depot to a set of depots is 
implemented by a call to IBP_mcopy, which takes a 
source buffer, a set of destination buffers, and a specifier 
of a data movement mechanism as arguments.  This 
abstraction allows the details of implementing each 
mechanism to be hidden from the client, but still allows 
substantial flexibility in the use of this primitive to 
implement an aggregate flow of data.  Features such as 
parallel transfers between nodes using multiple TCP 
streams can be implemented on top of the fundamental 
TCP data movement mechanism that uses a single 
stream. 

Software modules called Data Movers implement 
the different data movement mechanisms offered by the 
IBP_mcopy call.  Each Data Mover has a unique 
identifier that is specified by the client as an argument.  



 

Not every depot will implement every Data Mover, and 
some mechanisms can only be used between sets of 
depots that satisfy specific topological or configuration 
requirements, such as being connected by a private 
network or belonging to a single IP multicast cloud.  It is 
the responsibility of the client to establish the 
applicability of a particular Data Mover in any given 
scenario; if a Data Mover is called inappropriately, it 
may return in error or it may have an unpredictable 
effect.  By invoking an appropriately chosen Data 
Mover at each node in the multicast distribution tree, the 
resources of a heterogeneous network can be used to 
maximum advantage. 

2.2 The exNode, End-to-End Services and 
LoRS 

In order to build a storage service with stronger 
semantics than IBP provides, it is necessary to aggregate 
IBP allocations, fragmenting large storage allocations 
across multiple IBP depots and storing data redundantly 
[1].  To implement such aggregation, we have defined a 
data structure called the exNode to keep track of the 
mapping of a single data extent to multiple IBP 
allocations [14].  The exNode serves a role in Logistical 
Networking that is analogous to that of the inode defined 
within the Unix file system to aggregate fixed size disk 
blocks into a single large file.   

The dual nature of Logistical Networking, as both 
a storage and a networking technology, is made evident 
by the way in which the exNode is also the data 
structure that is used to implement algorithms for end-
to-end services. These services, which are typically 
implemented by transport layer network protocols such 
as TCP, include reliability, through checksums and 
retransmission, and security, through encryption. When 
data is copied between remote and local IBP allocations, 
each can be represented as a replica of the data within an 
exNode.  Then when data is accessed through the 
exNode, the local copy will be accessed first.  If the 
copy operation was unreliable and the local replica is 
incomplete, then the missing data can be retrieved 
directly from the source.  Thus, retransmission can be 
implemented as replication. 
A collection of end-to-end services (e.g. fault tolerance, 
encryption and compression) have been implemented as 
a library of operations on exNodes, and these services 
are used to implement a higher-level library of data 
handling functions known as the Logistical Runtime 
System (LoRS).  The basic LoRS functions are 
lors_upload (copy data from an end-point to IBP 
allocations), lors_download (copy data from IBP 
allocations to an end-point), lors_augment (copy 
data between IBP allocations and enlarging the exNode 
accordingly), lors_trim (remove IBP allocations 
from an exNode) and lors_refresh (extend the 

duration of IBP allocations in an exNode) [15-17].  
These functions are available as user commands as well 
as programming library calls. 

Like the IBP_mcopy call, lors_augment 
specifies the creation of multiple copies of the data 
represented by the exNode.  However, while the 
IBP_mcopy is limited to invoking a single specified 
Data Mover module to accomplish point-to-multipoint 
data movement, lors_augment operates at a higher 
level, and can use sophisticated data routing techniques.  
Specifically, it can build a multicast tree and then use a 
collection of IBP_mcopy calls to implement data 
movement as specified by that tree, perhaps making use 
of different Data Movers at each node to implement a 
heterogeneous data transfer. 

3. Point-to-Multipoint Data Mover 
Operations 

The IBP_mcopy call implements point-to-
multipoint data transfer that can take advantage of 
optimizations that cannot be implemented using only 
point-to-point operations [1].  These optimizations 
include fine-grained buffer management, flow control 
and retransmission algorithms, which are either 
implemented within the operating system network stack 
or require low-latency responsiveness that is not 
possible through the currently defined IBP API. 

The choice of operations available for any 
particular data transfer depends on the set of Data 
Movers implemented at each depot and on the nature of 
the network services available between them.  For 
instance, if all of the participants in the transfer are in a 
single IP Multicast cloud that has a sufficiently low 
packet loss rate, then an Unreliable UDP Multicast Data 
Mover can be used.  Otherwise, it may be necessary to 
use the TCP Data Mover, which relies on parallel point-
to-point transfers over TCP connections.  In our 
Network Storage Stack, lors_augment invokes the 
appropriate Data Mover. 

The two Data Movers that we are most concerned 
with in this paper are the Unreliable UDP Multicast Data 
Mover and the TCP Data Mover.  However, we have 
experimented with a reliable UDP-based data mover that  
uses TCP-like windowing and retransmission, and we 
are collaborating with the Web100 project [18] to 
develop a Data Mover that uses tuned TCP streams to 
achieve higher throughput.  Other Data Movers may be 
developed as needed. 

3.1 Point-to-Multipoint TCP Data Mover 

While a point-to-point multicast can simply be 
iterated to implement a point-to-multipoint data transfer, 
the speed of sending will decrease linearly with the 
number of destinations.  This is because each operation, 



 

including reading data from the IBP allocation on disk at 
the source, is performed for each transfer.  However, by 
loading a segment of the data from the IBP allocation 
into the address space of the data mover and then 
sending it to each destination in turn, the per-destination 
overhead can be minimized [19]. 

 
Figure 2: Comparison between the sending 
rate obtained using Reliable TCP and UDP 
point to point, and Unreliable UDP Multicast 
Data Movers 

Figure 2 shows a comparison of the �sending rate� 
obtained using three different Data Movers in the local 
area network.  Two of the three Data Movers are 
implemented data movement using multiple reliable 
point-to-point protocols (TCP and UDP) and one is 
implemented using unreliable UDP multicast.  The 
sending rate is the total amount of data transferred, 
50MB in these cases, divided by the total time for the 
transfer.  In particular, it does not increase with the 
number of receivers.  The speed of the reliable UDP is 
lower in these experiments because it is optimized to 
operate in a high bandwidth, high latency, low loss wide 
area network.  It is included here only to illustrate the 
heterogeneity that is available through Data Movers. 

The machines that were used to implement these 
experiments represent a variety of architectures and 
configurations, all connected to the network using a 
100Mb/s interface.  Two were Sparc workstations 
running SunOS with 512MB of RAM; the remainder 
were various PCs with Intel Pentium processors running 
Linux.  The RAM capacities of the PCs were 256MB 
with the exception of one system that has 512MB.  The 
specific processor implementation and speed of the Intel 
Pentiums varied from Pentium III (Coppermine) to 
Pentium 4 at 1700MHz.  Each reported speed is the 
average of at least 5 experiments. 

3.2 Unreliable UDP Multicast Data Mover 

While IP Multicast is highly efficient and scalable, 
universal deployment has proved difficult.  However, 
when a source a set of destinations within a multicast 
tree all fall within the same IP Multicast cloud, we can 
use the Unreliable UDP Multicast Data Mover to 

implement the transfer.  Determining when UDP 
Multicast can be used, and assigning multicast addresses 
to individual transfers are a non-trivial tasks; but these 
issues apply to all applications of IP Multicast and are 
not unique to our Data Mover.  As we described above, 
the unreliable nature of UDP Multicast is overcome in 
the LoRS library by retransmissions from the source 
copy using TCP.  Thus, the efficiency of the Data Mover 
depends heavily on the packet loss rate.  In addition, the 
UDP Multicast Data Mover currently has no flow 
control, and so may be inappropriate for use in 
congested networks. As Figure 2 shows, the sending rate 
of the UPD Multicast Data Mover is constant as the 
number of destinations increases, as would be expected.  

4. Building a Heterogeneous Multicast 
Tree 

Given the flexible tools described in Sections 2 and 
3 for the direction of data transfers in the wide area 
network, and given a source and multiple destinations 
for data, it is necessary to build a multicast tree that 
implements the specified transfer, as illustrated in Figure 
3.   Because we are working in an overlay network, the 
possible topologies of such a tree are essentially 
limitless.  Even if we had direct access to the physical 
topology of the network, if an IBP is not deployed at 
every router, we cannot use unicast routing tables 
directly to construct the tree as in IP Multicast.  The 
problem of optimizing the layout of such trees is a 
difficult research area, beyond the scope of this paper.  
However, we describe a simple approach to indicate the 
type of solution that we see as promising. 

The characteristics of our current UDP Multicast 
Data Mover make it inappropriate for use in networks 
that may be congested, and so the first step is to identify 
maximal clusters of destinations that lie within a single 
IP Multicast clouds and that are also connected to a 
single (hopefully over provisioned) local area network. 
Within those clouds, we can choose a root node and then 
connect the source node to the root of each IP multicast 
cloud (considering the source itself to be the root of the 
IP multicast cloud it lies in) with a single TCP Data 
Mover operation. This simple approach ignores the 
question of whether the TCP Data Mover is more 
efficient than the UDP Multicast Data Mover in certain 
cases, as suggested by the results in Figure 2.  Also, TCP 
may be more effective in networks that have high packet 
loss, as the UDP Data Mover will require the endpoint to 
retransmit significant amounts of data. 

Figure 3 presents an example of a test topology on 
which we conducted preliminary experiments using this 
approach:  node S represents the source data, and A 
through D and 1 through 8 are the destinations. The 
primary purpose of these experiments was to compare 
the performance of deploying multicast in two different 



 

ways: building an overlay multicast tree vs. using 
multiple TCP connections to reach all the endpoints 
directly.  

The tests were executed on wide area network test 
bed which includes nodes on the University of 
Tennessee campus at Knoxville (UTK) and PlanetLab, a 
global overlay infrastructure for developing and 
accessing new network services [20].  All systems in IP-
multicast cloud 1 (nodes S, 1 and 2) are single-processor 
Linux machines with 256MB of RAM located on the 
UTK campus. Except as nodes, all remaining depots in 
the multicast tree run on standard PlanetLab nodes: 
single-processor systems with 883.8MB of RAM 
running Linux and connected by a 100Mb/s network 
interface. Machine A is located in Pittsburgh and is 
connected with a 10Mb/s network card while machine B 
is located in Italy. The three machines in IP-multicast 
Cloud 3, located in Cambridge, UK, are equipped with 
1Gb/s network cards.  

To increase performance, each transfer was 
executed using 10 concurrent TCP connections.   Each 
test transferred 50MB, and the throughput reported here 
is an average of at least 5 runs.   The sending rate 
measured for direct TCP transfer from source to all 
receivers was 3.4 Mb/s, whereas using the overlay 
multicast distribution tree built on top of TCP 
connections between depots, the sending rate was 5.1 
Mb/s, or an increase of 50%. 

Another experiment was performed, comparing the 
performance of the overlay multicast tree build using 
TCP connections to one which uses UDP multicast to 
send from nodes S, C and D to the nodes within their 
local native IP clouds: {1, 2}, {3, 4} and {5, 6} 
respectively.  However, because the UDP multicast Data 
Mover does not implement flow control, it is not 
possible to obtain high data rates by running multiple 
instances in parallel.  However, comparing a non-

concurrent instance of the TCP-only implementation of 
the overlay multicast tree to an non-concurrent instance 
of one that use uses UDP multicast locally, we still saw 
a speedup of some 15%.  Thus, even when the TCP 
implementation is not stressed by concurrent transfers, 
the implementation that uses native IP multicast can still 
obtain an improvement. 

Using the UDP multicast Data Mover to obtain 
high performance transfers is complex, due to the lack of 
flow control and reliability.  These limitations will be 
corrected in future versions of this Data Mover, and can 
also be addressed through more complex strategies for 
building and transferring data on the overlay distribution 
tree.  These early experiments merely serve to show that 
the exposed approach is feasible and can obtain better 
performance than simple repeated unicast.   

5. Conclusions 

We have defined an approach to reliable multicast that 
implements the overall multicast tree as a concatenation 
of exposed point-to-multipoint data transfers.  
Reliability is implemented at the end-points, using a 
simple retransmission strategy.  This approach allows 
the use of UDP Multicast in scenarios where there is a 
low packet loss rate, and reverts to a TCP-based 
approach that is optimized for point-to-multipoint 
transfer in other cases.  The framework we have defined 
relies heavily on our ability to find heuristics for 
constructing an effective multicast tree given a particular 
network topology, IP Multicast configuration, traffic 
characteristics and packet loss rates.  The overlay nature 
of our implementation gives us tremendous flexibility in 
the construction of multicast trees, and managing this 
explosion of choices will be the subject of future 
research. 

There is an innovative approach to reliable 
multicast using the active networking execution 
environment Tamanoir in combination with IBP as 
proposed in [21].  Tamanoir services run in the 
application layer of the network storage stack; it was 
designed mainly for data transfers using unreliable 
protocols (such as UDP) for multimedia distribution.  
The possibility of placing active services at intermediate 
nodes allows us to consider implementing some services 
such as rate control and retransmission within the 
network rather than only at the end-points.  This might 
allow us to implement end-to-end services more 
efficiently, although it does not eliminate the need to 
implement them at the end-points to ensure end-to-end 
guarantees. 
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